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1. META 1 3ABJJAHHSI

1.1.  Il# nomiTuka BCTAaHOBIIOE BUMOTH Ta MpoUeAypd 300py, 00poOKu Ta
3aXMCTy IMEpPCOHAJbHUX NaHuX OeHediuniapiB, a Takox 30epexeHHs iHdopmalii,
3axucTy iH(opmawii Ha myOniuyHuX pecypcax Onaroniiinoro pouay "KynbrypHi cuiu
Ykpainu" (Hagaini - "@oua").

1.2 MeETOorO MOTITHKH €:

1.2.1 3abe3neunTtn BiANOBIAHOCTI AisIbHOCTI DOHIY 3aKOHOAABCTBY YKpaiHu
Ta BUMOraM 3arajibHOro perjiaMeHTy npo 3axuct nepconaibuux agauux (GDPR) mono
360py, 00poOKkH Ta 30epiraHHsi nepcoHaNbHHX AaHMX OeHediuiapiB Ta useHiB
Komanau ®onpy.

1.2.2  3abe3neyuTH MEXaHI3MM Ta MPOLELYPU 3aXHUCTy Ta KOH(IAEHUIHHOCTI
300py, 00poOKH Ta 30epiraHHs NMepcoHaNbLHUX AaHUX Ta iHpopmauii npo Oenediniapis
ta uneHiB Komanau ®@oHay, a TakoX TMiJBHINEHHS pIiBHA CBIAOMOCTI Ta
BiAnoBifanbHOCTI 4ieHiB Komanau @ouny y chepi indhopmauiiinoi 6e3mnexu.

1.3 BuMoru 1poro nosoxeHHs cTocytoThes K wieHiB Komanau ®@oHny, Tax i
peACTaBHUKIB Bi1aau ab0 yCTaHOB, K1 31HCHIOIOTH NepeBipKy AisuibHOCTI DoHTy.

2. OCHOBHI NOHATTH

2.1. Ilepconanbni gani - Oynap-sika 1HQopManis, WO CTOCYETHCS
inenTHdiKoBaHOI (izuunoi ocobu ("Oenediniap", “Unen Komanau Pouny™).

2.2. Komanaa ®onay - ocodu, 3amyueHi 10 peaizalii MpoeKTiB Ta Mporpam
@oHly, B TOMY 4YMCIi MpaliBHUKH, TAMYaCOBO 3ajy4eHi 0ocoOM, BHUKOHABLI 3a
LIMBLIbHO-IIPAaBOBUMHM JOTrOBOPAMH TOIIIO.

2.3. bBenediniap - ue ocoba, sika Oe3nocepeqHbO OTpPUMYE TOBapH ado
MOCIyru B Mexax rnporpam ®@oujy. Jlo ocid, BU3HAUEHHX IIUM TEPMIHOM, BIAHOCATHLCS
Bpa3jMBI Ta MOCTPaxaaji rpynu HaceleHHs, 0COOIMBO HiTH, BKIIOYAOYM ODKEHLIB,
BHYTPILIHBO MepeMillleHHX ocid Ta iHIIKMX Bpa3IuBHX 0Ci0, a TAKOX YIEHIB rpomaj,
K1 1X MPUHAMAIOTh.

2.4. OO6pobka nepcoHaJLHHX JaHHX - Oy[b-siKa omnepais abo CyKymnHiCThb
omepaniif, 3AiHCHEHUX 3 TNEepCOHAIBHUMM NAHWMH, BKIIOYaO4YW 306ip, 3amuc,
opra”izauito, 30epexeHHs, ajanTaiilo, 3MiHy, BHTAr, KOHCYJIbTYBaHHS,
BUKOPHCTAaHHs, lepejaavy, MolMpeHHs, o0'eqnanHs, OnoKyBaHHs, BUAaleHHs abo
3HUILEHHS, TOLIO.

2.5. ba3za nepcoHaNbHHMX JaHHX - OpraHizoBaHa CTPYKTYypa, 1O MICTHTh
nepcoHalbHi AaHi GeHediniapiB Ta 3abe3nevye iX cHCTEMATH3ALIO Ta JOCTYII 10 HHUX.

2.6. Baachuk 6a3um nepcoHasbHHX AaHHX - QOHI, KU BONOIIE Ta Kepye
0a3010 nepcoHanbHUX naHux Oenedimiapis Ta uwieHiB Konaunau ®oHy BU3HAYEHOIO Y
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[IbOMY TOJIOXKEHHI.

2.7. Cy0'ekT mepcoHaNbHHX NaHHX - (i3uyHa ocoba, IO AKOI HaleKaTh
MmepcoHaNbHI HaHi Ta ska igeHTHdikoBana abo Moxe Oyt imeHTHGiKOBaHAa 3a
JIONIOMOTrOK0 TAKHMX JIaHUX.

2.8.  3roaa cyb'ekTa mepcoHaNLHHX JAHHX - Oy/Ab-fiKe JOKYMEHTOBaHe,
30KpeMa MHCbMOBE, N10OpPOBUIbHE BOJIEBUABICHHS (i3M4HOI 0COOM LIOA0 HANAHHS
N03BOJIy Ha 0OpOOKyY i1 MepCOHANBHUX JaHUX BIAMOBIAHO A0 CHOPMYJIHOBAHOT METH
ix 00poOku;

2.9. 3HeocoO/seHHSI TMEePCOHAJNBHMX JAAHHUX - BHIIYYEHHS BiJOMOCTEM, sKi
JIAIOTh 3MOTY ieHTH(IKyBaTH 0COOY.

2.10. 30epiranns indopmauii - 3abe3neyeHHs HaJIEKHOrO CTaHy iHpopmaii
Ta ii MaTepiaJbHUX HOCIIB

2.11. Kondinenniiinicrs indopmanii - Bractusicts indopmarii, sika monsrae
B TOMY, 110 IH(opMallist He MoXke OyTH OTpUMaHa HEaBTOPU30BAHMM KOPUCTYBAYeM i
(abo) mpouecom. Indopmanis 30epirae KoH(DIAEHUIHHICTb, SKIIO TOTPUMYHOTHCS
BCTAHOBJICHI I1paBK/ia O3HAWOMIIEHHS 3 HEIO.

3. BIAIIOBIJAAJIBHI OCOBHU TA C®EPA 3ACTOCYBAHHSA

3.1 Jlana noniTuka nomuproeThes Ha Bcro Komanny ®ouny, BKIOYaw4# 0ocio 3
MOBHOK TPYHOBOI 3alHATICTIO, HENOBHOIO 3alfHATICTIO ab0 THMYacoOBHX
NpaliBHUKIB, BCIX MiAPSJHKUKIB, 3aMOBHHUKIB, NapTHEPCHKUX OpraHizamii, 110
cniBnpaiiooTs 3 @PoHZOM B mpoueci peanizauii MPOEKTIB 4 oOpraHizamiiHol
NISIBHOCTI, yCiX, XTO Haja€ MOCTYTH 3a IOTOBOPOM Ta OIOCEPEIKOBaHO Ha
OeHediwiapiB Ta iHIII CTOPOHH, AKi € y9aCHHUKaMHU (iHAHCOBHUX YM IHIIMX BiTHOCHH i3
DoHI0M, KOXKEH 3 KOTPUX MaIOTh [TPABO HA 3aXHUCT.

32 Buxonasuuii aupexkrop ®@onay npuiimae crpaTeridyHe pill€HHS MIOJ0
300py, 06pobku, 30epiranHs Ta nepenavi NePCOHANBHUX JaHHX, KOHQIIeHLIIHHOCTI Ta
3axucTy iHGopMaLiiHOT Oe3reKu.

3.3.  KepiBHuK Bigainy iHGOpMaLiiHAX CHCTEM Ta TEXHOJIOTi1 BIANOBIAAE 3a
3a0e3reyeHHss BUKOHAHHS L€l MOJITHKM MO0 Oe3MeYyHOro Ta IPaBHIILHOTO
30MpanHs, 30epiraHHs, o0OpoOKy Ta mnepejady MepCOHANbHUX  JIAHHX,
KoH(QifeHNiHHOCTI Ta iH(oOpMauiiiHol Oe3nekyu, BIAMOBiAI HA 3aNMMTH, BKIHOYAIOYH
PO3po0Ky Ta BOPOBAIKEHHS MOJIITHK Ta Mpoueayp iHpopmauiiHoi Ge3nexu.

3.4. KepiBuuk Biaminy iHpopMauiiHMX CHCTEM Ta TEXHOJIOrT MOXe
NIpU3HAYATH YICHIB KOMaH/1M CBOTO BiIUTUTY BiTIOBI HalbHUMH 3a 30epiraHHsi, 06poOKy
Ta mnepenavy MNepCOHAIBHUX JaHUX, KOHQIAeHUiHHOCTI Ta iHpopMaliiiHOl Oe3nexu
o(OpMUBILIM BiANOBIIHUI HaKa3.



3.5. KepiBHuk Biaainy iHpopMamifHAX CHCTEM Ta TEXHOJIOTil BiAMOBiAacE 3a
o3HaiiomJieHHs wieHiB KoMaHIM 3 i€l MOMITHKOK, a TAKOXK BXXKHBAaTHME 3aXOIB 3
nigBuIIeHHs 06izHanocTi Komanau ®oH 1y 110/10 3HaHb 3aXUCTy Ta Ge3nexu B 006pobii
Ta 30epiraHHi NepcoHaNbHUX JaHuX, KOH(iAeHIiHHOCTI Ta iHdomaliliHoi 6e3nexH.

3.6. Bukonapuuii qupekrop DoHIy, KepiBHHKM HaNpsMiB, KOOPAMHATOPH
nporpaM, IPOEKTHI MeHeIKepH, KepiBHHKH (DYHKIIOHAJIbHHUX BiINiNiB, KEpPIBHHUKH
perioHanbHuX odiciB DOHAY Ta MEHEIKep 3 MepcoHaly 3000B’A3yI0TbCS BKHBATH
e(eKTUBHHX 3aXO0iB 1110710 30MpaHHs, 00poOKu Ta 30epiraHHs NepCOHATBHUX MaHUX,
KoH(pizeHUiiHOCTI Ta He MOXYTh 6e3 NMHCBMOBOrO 03BONY KepiBHHKA BiIily
iHQOpMaIlifHUX CHCTeM Ta TEXHONOTiH Ta  BHKOHaBuMi jaupekTopa DoHIy
nepesaBaTH MepcoHalbHI IaHi IHIIKUX CTOPOHAM 3a iX 3alHUTOM.

3.7. BcTaHOBIEHHS MPOrpamHOro 3abe3nevyeHHs, aHTUBIPYCHHUX IIPOrpam,
OHOBJICHHS ONEpaliiHMX CUCTEM HA BCIX MepeKeBUX MPUCTPOsiX y PoHI BUKOHYE
BHK/IIOYHO CHCTEMHHH aJMiHicTparop 3a TOro/DKeHHs KepiBHHKa BiaalITy
iHpOopMaLIHHUX CHCTEM Ta TEXHOJIOTIH.

3.8. CucremHuil agmiHicTpaTop He mi3Hime Hix | pa3 Ha KBaprajl Mae
MIPOBOJMTH MEPEBIPKY OHOBJICHHS ONEPaLifHUX CUCTEM, IPOrPAMHOr0 3a0€e3MeYeHHs
1S 3a0e3nevyeHHs MakCUMalbHOTO piBHs Oe3nexkn PoHIy, a TakoX 3abe3rneuyBaTH
3aXMCT MEPEXEBOro 3'€HAHHS [LIAXOM BHKOPUCTAHHS 3alIM(GpPOBAHUX MPOTOKOIIB,
(aepBOJIIB Ta IHIIMX TEXHOIOTIH 3aXHUCTY.

3.9. TIlpaBniuns @onay 3abe3neuye Harasy Ta podounii KOHTPOIbL 0OPOOKH
nepcoHansHux manux @oumy, koHineHUiHHOCTI Ta iHGopMaLiiHOT Oe3neKu.

4. KOH®IAEHIIMHICTD, 35EPEXXKEHHS TA 3AXUCT IHOOPMALII
®OHAY.

4.1. UYnenam Komanau Ha novatky cBO€i pobotn y POHII CTBOPIOETHCS
poGoua mnomra @®onmy Ha nomeni (@culturalforces.org B Google Workspace
CHCTEMHUM aMIHICTPATOPOM. h

4.2,  3anwT Ha CTBOPEHHs poOOYOI MOIITH At HOBOTO CHiBPOOITHMKA POOUTH
¢axiBelp Bigainy mo poboTi 3 mepcoHaIoM, CHCTeMHOMY aaMiHicTparopy Doy .

43. Ynen Komanmu Donpy OTpEMY€E BiANOBIAHI IHCTPYKIIl Ta JOCTYN JO
poboyoi mowmTy y nepumid podounit nens. [licas oTpuMaHHsa KOPIOPATUBHOI MOLITH
MpaliBHAK MaTHMe JOCTYI OO0 XMapHUX TexHouoriid MOHIy TakuX SK Cyri-IHCK
®ouny Ta iHLII, A€ BUKOPUCTOBYETHCS MPUHLMIT HAWMEHIIOr0 MOXJIMBOIO HOCTYITY
(Least Privilege), 1e KO)XHOMY KOPHCTYBa4deBi HaZIalOThCS TUILKH Ti MPHUBije] Ta piBeHb
JOCTYITY, SIKi HeOOXiIHi 111 BAKOHAHHS HOro 000B'S3KiB.

4.4. UYneHu KOMAHIM BUKOPUCTOBYBATH aJipecy poOOUOI €JIEKTPOHHOI [TOIITH
nMile Ui KOMyHiKauii B pamMKaX BHKOHaHHS CBOIX OOOB’A3KiB, IOB'3aHHMX 3
MSABHICTIO (hoHY.



4.5.  3abopoHs€eTbcs BUKOPHCTAHHS KOPIMOPATUBHOI MOIITH Y BIACHHUX LILJISX.
4.6. Jlna 3anobiraHHs HecaHkuioHoBaHoro noctymy k Google Workspace
BHKOPUCTOBY€EThCS ABoGakTopHa aBTopu3auis (MFA). Ilpu HeoOximHoCTI nepenaui
KOH(]inenuiHoi iHdopMalLii eNeKTPOHHOK MOIITOK, CIIiJi BHUKOPHCTOBYBATH

nBopiBHEeBe IUKU(pYBaHHS s 3abe3nedeHHs Oe3nekW mepenadi JaHWX 3rifHO

HaJIallITyBaHb B €JIEKTPOHHOI [OLITH.

4.7.  UYnennm KomaHau 3 MOMEHTY OTpUMaHHS po0GOYOi €NeKTPOHHOI MOLITH
@oHy MNOBMHHI [JOTPUMYBAaTHCh BHMOr [0 KOH(pimeHUiiHOCTI iH(pOpMAIil,
PO3IMOBCIOKEHHsT sIKOI BHKOHYEThbCS 4epe3 Ilied KaHal. BoHM He MOBHHHI
posrojiomyBati KoHbieHLiHHY iHpopMaliio TpeTiM ocobam Oe3 HaJle)KHHUX J103BOJIIB
KepiBHHMKa BiAALTY iH(opMaLiitHuX cucteM Ta Bukonasumii nupexkropa ®onzy.

4.8.  Ilicns npunuHeHHs cniBnpaui 3 wiedoM Komawnpa, o6nikoBHH 3amuc
OI0Ky€eThCs B [ieHb NPHIUAHEHHS CIiBrpani 3 wieHoM Komanau Poway Ha 3amuT
daxisens Biaainy mo poboti 3 mepcoHanoM, CUCTEMHHM aaMiHicTpatopom Pouay Ta
uepes /1Ba THXKHI apXiBY€ThCSI CHCTEMHHM aIMiHICTPaTOPOM.

49. UYnenn xomanmu DoHAy mNpU OTPUMAHHI POOOYOro KOMII IOTEpA
(HoyTOyKa, nyaHiIeTa TOLI0) MalOTh 3BEPHYTHCh 10 CHCTEMHOTO aaMiHicTpaTopa s
HaJalITyBaHHS KOMII'IOTEpa MeXaHi3MaMH aBTOpW3alii Ta ayTeHTH¢iKaumil s
JOCTYIY 710 Mepexi (QOHLy Ta BCTAHOBJICHHS 3aXHCTY.

4.10. Jna 3abe3neyeHHs KoHineHUiHOCTI iH(pOpMamii Ha KoM oTepi
NpoBOAWTLCS wWHGPyBaHHS HOCis 3a nomomoro BitLocker. Pesepsuuii kimrou
30epiraeTbes y ocobucTomy akaynTi Microsoft.

4.11. PerynspHe pe3epBHe KomiloBaHHS iH(poOpMalil NOPOBOAUTLCS JJist
3anobiranHs BTpari nanuX. PesepBri Komii 30epiraioThess B Oesnednomy Micli,
BiJla/IeHOMY Bil OCHOBHOTrO Micus 30epirands. Onun pa3s Ha 100y poOuThes Gekan
nanux cepsepiB 1C, IDP Ta Codejig, pa3 B kBapran Google disc.

4.12. Ilpm nybnikauii Oynp-skoi iHdopmanii Ha mnyOmivyHHX pecypcax,
HeoOXiZHO n06aTu mpo 30epeXxeHHs KOH(IAEHUIMHOCTI MepCOHANBHUX JaHMX Ta
koH(inenuiiHoi indopmanii ponxy. 3a ue Bianosigae xepiBHMK Bimainy my6aiunoi
inpopmanii. Ile crocyerbest cropinok ®oHay B couianeHux Mepexax (deiicOyk,
TeJlerpaM-KaHajiB TOIL0) Ta KOPIOPATUBHOIO CailTy r2p.org.ua

4.13.  Jloctyn o myGmigHUX pecypciB, Ae po3MiutyeTses iHdopmais GpoHuy,
oOMexeHUH 1 JOCTYNHHM JHIe BiAMOBiZAJIbHMM o0co0aM, sIKi MaloTh Ha Le
nosHoBakeHHs. KepiBHuK Bimniny ny6niuHoi iHdopmauii nepioguuHo mnepesipse
CIIUCOK KOPHMCTYBadiB-aJMiHIB COLIaJbHUX CTOPIHOK Ta IHIOHUX CILUTBHHX pecypcCiB
(rpymnu, KaHaJIH TOLIO).

4.14. byne-sika iHpopmanis, sika crana BioMa wieHam Komanad Douuy, y
3B’43Ky 3 BUKOHAHHSAM 00OB’s3KiB 3a J0roBopoM i3 MOHIOM, i PO3rOJIOLIEHHs KO

MOJKe HaHeCTH Koy aApyrid CTopoHi,
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€ KOMEpLIHHOIO TAEMHHIEIO i He MiUISArae PO3roJIOLIEHHIO TPETIM ocobam abo
ony0sikyBaHHI0 6e3 monepeaHbOl 3roAd Ha i€ iHINOI CTOPOHM. 3a PO3rooLIeHHs
BKa3aHoi iHdopMmallii BUHHA CTOPOHA Hece BiANOBINANBHICTb, MependadyeHy Nil0YUM
3aKOHO/IaBCTBOM YKpaiHH.

4.15. KonobineHuUiHOIO BBaXKAETLCS y TOMY YHCI iHpOpMAIis, KA CKIaNae
midicHy abo moTeHuiliHy KoMepuiliHy uiHHicTh 1 DOHIY TAa € HEBIIOMOIO TPETiM
ocobaMm, i Mo BiHOWmIEHHIO 10 sKOoi MOHI BXKHUBAE 3aXONAM IIOAO OXOPOHH ii
KOH(ieHIiHHOCTI, a TakoX iHIIa iHOopMaLis, sKa He € KOMEPLIHHOW TAEMHHUILEIO,
aiie BiIHOCHO sikoi PoHmoM OyI10 3asBiIeHO, 1110 BOHA € KOH(DIAEHIIHHOIO.

4.16. YneHu KOJIEKTHUBY 3000B’SI3yIOTbCA MPOTATOM CTPOKY Mii JOroBopy i3
@oHI0M Ta TIPOTATOM JIBOX POKiB Micis HOro NpHUIIMHEHHS HE PO3roJIOUIyBaTH Ta He
pO3KpuBaTH TpeTiM ocobam koHpineHwUiliHy iHdopMmalito, HanaHy iM PoHIOM, Ta He
BUKOPDHCTOBYBATH il 3 OyIb-SKOIHO IHILOI METOH, OKpiM Ti€l, ajsi sKoi Taka
indopmanis 6yna wanana @ounom, 6e3 OTpPUMAHHS MONEPEHBOI MHCHMOBOI 3rOJH
@oxxy. @onp 3anMiuae 3a cobOK MpaBo y pasi HEOOXIIHOCTI KOHTPOJIOBATH
BUKOPHUCTAHHS YJeHaMH KoMaHau KoHDineHuiitHoi ingopmariii ta ii 36epexeHHsl.

4.17. Ynenu konektuBy Ta DOHA 3000B’A3yIOTHCS  JOTPUMYBATHCH
KOHGIIEHIIHHOCTI TeperoBopiB, JIMCTYBaHHA Ta IHIOAX Jil, [OB’S3aHAX 3
JOTOBIPHUMHM YMOBAMH, Ta HE PO3roJIOILyBaTH TaKy iH(popmalliio TpeTiM ocobam 6e3
ITHCBbMOBOI 3rO/IM 1HILIOT CTOPOHH.

S. BA3U NIEPCOHAJIBHUX IAHUX BJIACHUKOM, SIKUX € ®OH/]

5.1 Obpobka nepconanbHux naHux DOHIOM 3AIMCHIOETHCS IS peanizaiii
nporpam Ta npoekTiB PoHzy, 3axucty OeHediniapiB Ta unenis Komanan ®onny Ta
IHIIMX 1inel BM3HAYEHHMHU 3aKOHONABCTBOM YKpaiHM i BUMOram 3araibHOro
periaaMeHTy npo 3aXucT nepcoHanbHux ganux (GDPR)

52 IlincraBaMu BUHUKHEHHS NMpaBa HA BUKOPUCTAHHS TIEPCOHANBHHX IAaHUX

e3ro/1a Cy0'eKTa NepCOHANBHUX JaHUX Ha 0OpOOKY HOro MepcoHaNbHUX AaHUX
IMHCbMOBO 4H 3a JIONIOMOT'OI0 eJIeKTPOHHUX 3aco0iB (JdoxaTok 1);

®/103Bi1 Ha 0OpoOKy NepcoHanbHUX HaHWX, HanaHuii MOHAY BIANOBIAHO 10
3aKOHOJABCTBA YKpaiHM Ta BUMOTaM 3arajbHOr0 pErjJiaMeHTy IMpO 3axXHCT
nepcoHanbHux Janux (GDPR) BukimtouHO 115 31iHCHEHHS HOro MOBHOBAXKEHbD.

5.3 @onp Bonozie Ta 06pobiisie HAacTYNHI 6a3u MePCOHATBHUX TaHUX:

5.3.1 baza nanux OGenediuiapiB, sika MIiCTUTH OCHOBHY iH(OpPMaNlil0 Hpo
Oenediuiapi ponmy, BKIIOYAIOUH iM'sl, NPi3BHILE, KOHTAKTHI HaHi, iHGOpMalio npo
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OTPUMYBaHY MiATPUMKY TOLLO.

5.3.2 Meroio 00pobneHHs 0a3u NepcoHANbHUX JaHuUX OeHedimiapiB €
BMKOHAHHs BUMOT 3aKOHOJaBCTBa, peajisallii npas, HagaHuX MoHIy 3aKOHOJaBCTBOM
Ta 3abe3nedeHHs peami3alil MOJATKOBMX BIJIHOCHMH Ta BIHOCHH Yy cdepax
OyxraaTepcbKoro ooiky, ayauTy, TOLIO

53.3 baza nepcoHanbHMX JaHMX wieHiB koMaHau @ouay. B 0Gasi
NePCOHATBLHUX NaHUX 4ieHiB komanau oy mictuthes iHGopmanis npo [pissuie,
IM’s1, mo-6aTbKOBI, AaTy Ta MiCle HApOKEHHs, JOMAIIHIiH Ta MOOiIbHHI TenedoH,
€NIEKTPOHHY ajpecy, Miclie peecTpauii, MacmoOpTHI [aHi, peecTpauliiHui HOMep
00JIIKOBOI KapTKU IJIaTHUKA MOJAATKIB, OCBITY, CIMEHHHUI CcTaH, HiTeH,

rpoOMaJIiHCTBO, HAsBHICTb 3aKOPJOHHOIO MAacropTy, HAsBHICTb Ta KaTeropito
BOIIMCHKHX TpaB, HAsBHICTh CYyIMMOCTI, JiaHi Mpo A0cBix poboTy, Ta iHuIi AaHi 3a
notpebo1o.

5.3.4 Meroro 00pobieHHs 6a3u nepcoHaNIbHUX AaHUX YieHiB koMmaHau Doy
€ BEJICHHS KaJpoBOro ALIOBOJICTBA, MIATOTOBKA BiMOBIHO 10 BUMOT 3aKOHO/1aBCTBA
Ta BHYTPIIIHIX CTaHAApTIB Ta NomiTHK DOHIY, CTATUCTHYHOI, aAMiHICTpaTUBHOI Ta
iHmoi iH(opMaNii 3 MUTaHb NepcoHay, a TAKO)K BHYTPILIHIX A0KyMeHTiB PoHmy 3
NUATaHb peaii3allil BA3HAYEHHX 3aKOHOABCTBOM 1 KOJIEKTUBHUM J0rOBOPOM IIpaB Ta
000B’s3KIB y cepi TPyJOBHX MPABOBITHOCKHH 1 COLIATILHOTO 3aXUCTY TOILIO.

5.4 Bononitoun 06a3zor0 mnepcoHambHWX HaHUX OeHedimiapiB Ta dYiIeHiB
komanau Ponny, Donx 3000B'A3yeTbcsi BUKOPUCTOBYBATH Wi JaHi TUIBKH IS
BH3HAYEHUX IIL/IEH, 3a3HAUEHHUX Y CTaTyTi abo iHIIKUX MPaBOBUX JOKyMeHTaxX (oHuy, i
3riJHO 3 MPUHLIKNAMHU 3aKOHHOCTI, CIIPABEIMBOCTI Ta IIPO30POCTi.

55 ®onp He Oyze nepenaBaTy MepcoHaNbHI JaHi OeHedillapiB Ta 4iIeHIB
komanau PoHay TpeTiM ocobam 0e3 HaJe)KHHX MPABOBHMX MiJCTaB, TAKKX SIK 3roja
OeHediniapiB a0o 3aKOHHI BUMOTH BiMOBIIHUX OPTaHiB.

5.6 [lepenayi nepcoHanbHUX AaHUX TpeTiM ocobam PoHJ| poOUTH BUKITIOYHO
3a Haka3oM BukonaBumnit nupextopa ®@onay Ta muceMoBoio 3rofor KepiBHuka
BiAALTY IHQOpPMALIHUX CUCTEM Ta TEXHOJIOTII.

5.7 [lincTaBoro mepenavi mepcoOHaANBHUX JaHUX Ma€ OyTH YKJaJeHa yroja
abo nmucpMOBO 3a(iKCOBaHI iHINI MEXaHI3MH, L0 TapaHTYIOThb aJeKBATHUH piBEHb
3aXMCTY LUX JaHUX Ta 3a0e3nedyroTh JOTPUMAHHS BUMOT 3aKOHOJABCTBA MPO 3aXHUCT
MEePCOHANbHUX NAaHUX YKpaiHM Ta BHMOTraM 3arajlbHOrO perjiaMeHTy IpO 3axHCT
nepconanbHux aanux (GDPR).

6. OGMEKEHHWHM JOCTYII 10 NEPCOHAJIBHUX JJAHUX

6.1 @oHn 3abesneuye OOMEXKEHHMH JOCTYN [0 TMEpPCOHANbHUX AaHHUX
OGenediuiapiB Ta yieHiB komaHau PoHAY TUILKH CHIBpOOITHHKAM Ta IHIIUM 0cobam,

AKI MaroTh HEOOXiMHMH NHCBMOBHI 03BOJNICHMI MOCTYN [0 TaKMX [IaHHX Bil
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BukonaBuuii aupexropa PoHAy Ta KepiBHUKA BiaAlly iH(GOpMaliHHAX CHCTEM Ta
TEXHOJIOT].

6.2 JlocTyn 10 mepcoHaIbHUX AAHNWX HAAA€ThCs JIUIIE B MEXKaX, HEOOXITHUX
JUIS BAKOHAHHS BU3HAYEHUX 3aBJaHb Ta 00OB'A3KIB B peai3allii MpoeKTiB Ta Nporpam
DoHpy.

6.3 KepiBuuk Bigainy iHpopMaliifHAX CHCTEM Ta TEXHOJOrii po3podise Ta
OHOBJIIOE€ HaBYaHHS Ta IHCTPYKTaX ILI0JI0 BUKOPUCTAHHS Ta 0OPOOKHU TepCOHANBHUX
DaHUX

6.4 @onp 3abe3nevye peryisipHe HaBYaHHS Ta IHCTPYKTaX CBOI'O MEePCOHATY
1100 BHUKOPHCTAHHS Ta OOpOOKHM NEpCOHATbHUX MaHHX BIAMNOBIAHO 1O BHMOT
3aKOHO/IaBCTBA Ta MOJITHK GoHAY He pialle HiK | pa3 Ha miBpoky. BianosiganbHu
3a TOCTiliHe HaBYaHHS Ta MiABHIIEeHHs KBamidikauii uneHiB komanau Doy €
KepiBHUK Bilily iHGOpMaLiHHUX CHCTEM Ta TEXHOJIOTII.

6.5 [lepconan ¢oHmy, SKHH Mae AOCTYN 1O TEpPCOHANbHUX JaHHMX
OenediniapiB Ta uwieHiB komaHau DoHmy, 3000B'S3YETHCS IOTPUMYBATHUCH
KOH(IIEHUIHHOCTI Ta BUKOHYBATH BCi HEOOXiIHI 3axoau Oe3neku i 3aXHCTy LHUX
naHux 3rigHo uiei [omiTuku yKkpaiHChKOT0 3aKOHOZABCTBA Ta 3arajibHOTO perjaMeHTy
Mpo 3axucT nepcoHanbHux aanux (GDPR).

6.6 [IpaBa cy0'ekTiB nepcOHANbHUX JIAHUX:

6.6.1 Cy0'ektn nepcoHanTbHUX [JAaHUX MaKOTh MPAaBO HA 3aXUCT CBOIX
[epCOHAIbHUX JAHUX Ta BUKOPUCTAHHS iX BIAMOBIZHO 10 3aKOHOJABCTBA Ta LbOIO
TIOJIOXKEHHS.

6.6.2 Cy0'exTu nepcoHaNBHUX JAHWX MAIOTh HACTYITHI MpaBa:

a) IlpaBo Ha iHpopmanito: Cy0'ekTH mepcoHaANbHUX HaHMX MalOThb NMpaBo OyTH
1H(GOPMOBaHUMH TIPO Te, IO IXHI NMepCOoHaNbHI JaHi 30MpaloThCcs Ta 00pOOISIOTHCS,
uini o6poOKu, Kareropii OTpEMyBaYiB AaHUX Ta MIPABOBY I1ICTaBY AJsi OOPOOKH 3riIHO
Honatky 1.

6) [1paBo Ha moctyn: Cy0'ekTH nmepcoHalbHUX JaHUX MAOTh MPABO OTPUMYBATH
JOCTYI 10 CBOIX MEPCOHAIBHUX JIaHUX, SIKI 30epiraroTbes B 0a3i epcoHaIbHUX JaHUX
@®onpy, 1 OTpUMyBaTH KOMNii UMX JaHUX MOJABIIHM BIAMOBIAHUN MACBMOBUH 3allUT HA
KepiBHMKA BiAALTY iHGOpMaLliHHUX CHCTEM Ta TEXHOJIOT'].

B) IlpaBo Ha BunpasneHHsi: Cy0'ekTH nepcoHaJbHUX [JAaHUX MarOTh IPaBO
BUMAaraTu BHIIPAaBJeHHs HENpaBIUBHX a00 HEJOCTOBIPHUX NEPCOHAIBHHUX JAHMX, AKi
CTOCYIOTHCH 1X.

r) [IpaBo Ha BunydenHs: Cy0'ekTH mepcoHaIbHUX JaHUX MalOTh PaBO BUMAaraTH
BUJIaJICHHS CBOTX MEPCOHANBHUX NaHUX 3 0a3u mepcoHanbHUX nanux PoHay y pasi,
KOJNM 1i AaHi Oinbine He MOTpiOHI AN BU3HA4YeHMX Lijed abo skumo ob6pobka ix
HEe3aKOHHA.



1) IIpaBo Ha oOmexxeHHs 00poOku: Cy0'ekTH NEepCOHANbHUX JaHUX MAKOTh IPABO
0OMeXHUTH 0OpOOKY CBOTX MEPCOHATBHUX JIaHUX Y MEBHUX CUTYaLlisX, 30KpeMa, SKILO
00po6ka € He3aKOHHOIO 200 Cy0'€KT epCOHATBHUX JAaHUX 3arepeuye MPOTH 00POOKH.

e) IIpaBo Ha nepenecenus nanux: Cy0'eKTH NMepCOHATBHUX JAHUX MAIOTh IIPABO
OTPMMATH CBOI NMEPCOHAIBHI JaHi, SKi BOHM Hanaid (OHIY, Y CTPYKTYPOBaHOMY,
3BUYalHO BUKOPMCTOBYBAaHOMY Ta MALIMHHOYUTAHOMY (hopMarTi, a TaKOX MepeaarTy 1i
naHi, sKi BOHK Hajanu PoHy, y CTPYKTYPOBaHOMY, 3BUYaWHO BHKOPHUCTOBYBAHOMY
Ta MallMHHOYMTaHOMY dopMmaTi, a TakoX MNepelaTH IIi JaHi IHIIOMY BOJIOIApPIO
NepCOHaNbHUX JaHuX 0e3 nepemkoau 3 6oky @oHay, SKIo 00podKa IPYHTY€EThCS Ha
3rojii abo yKianeHoOMy JIOroBOpi Ta 3/1iCHIOETBCS aBTOMATH30BAHUM CIIOCOOOM.

k) IlpaBo Ha BinkiaukaHHs 3romu: Y pasi, Kojau 00poOKa MepCOHANbHUX JaHUX
3MIHCHIOEThCS Ha MiICTaBi 3ro/iu cy0'eKTa JaHUX, Cy0'€KT Mae mpaBo B Oy Ib-sAKHii ac
BIZIKJIMKATH CBOKO 3rojly. BigkiMKaHHS 3roJM He BIUIMBAa€ Ha 3aKOHHICTb 00pOOKH,
311HCHEHOT 10 BiIKTMKAHHS 3TOJIH.

3) IlpaBo Ha monanHs ckapru: CyO'eKTH NepcOHaIbHHUX AAHUX MAKOTh MPaABO
NoJaBaTH CKapry J10 BIANOBIAHUX KOHTPOJIFOIOUUX OPraHiB, SKII0 BOHU BBAXKAKOTh, 110
iXHI mpaBa B cdepi 3aXUCTy NEePCOHATBHUX AaHUX MOPYILIEHi.

i) Inmi npaBa: Cy0'eKTH nepcoOHANBHMX OAHWX TAKOX MAIOTh IHII TpaBa,
nependavyeHi 3aKOHOJaBCTBOM MIPO 3aXUCT NEPCOHATBHUX JAaHUX.

6.7. 3acTocyBaHHs npaB Cy0'€KTiB EPCOHATBHUX NAHHUX 3AIHCHIOETHCS LLISXOM
3BepHeHHs 10 Ponay 3rigHo Crarti 16 3akony Ykpaiau “Ilpo 3aXucT nepcoHanbHUX
nanux’. ®oHx 3000B'A3aHMK 3a0€3MEUYUTH MOXKIHUBICTH 3AIMCHEHHS LMX MpaB Ta
BIZIMOBIHO pearyBaTH Ha 3alMTH Cy0'€KTiB MEPCOHAIBHHUX JaHHX y MeXKax BHMOT
3aKOHO/IaBCTBA.

7. MOPAAOK OBPOBJIEHHSA MEPCOHAJIBHUX JAHUX

71 O6pobneHHs nepcoHalbHUX NaHUX 3A1HCHIOETHCS BiIMOBIIHO /10 BUMOT
3aKOHO/IaBCTBA, NMPUHUMIIB KOH(DI1eHUIiHOCTI Ta Oe3MneKu NepcoHaIbHUX JaHUX, a
TAKO’X BUMOT 3arajibHOro perjiaMeHTy npo 3axucT nepcoHanbuux aanux (GDPR).
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1.2 Ilepconanbui mani 30uparoThcsi Ta OOPOOJSIOTHCSH 3riAHO 103BOIY
BCTaHOBJIEHOT opmu (aoaaToxk 1).

7.3 OOpoOnerHst  nmepcoHalbHUX  JlaHUX  MOXe  3IilfiCHIOBaTHCS 3
BUKOPHCTaHHSAM aBTOMAaTH30BaHUX 3aco0iB, siki BUKopucToBY€e @oHA (CRM-cucreMu
TOLIO), @ TAKOXK Oe3 aBTOMATH30BaHMX 3aco0iB (30epiraHHs MUCbMOBUX JI03BOJIIB B
odici Toro).

7.4 @onx 3abe3neyye BUKOHAHHS HAJNEKHUX 3axXOHIB JUISl  3aXUCTY
NEPCOHANBHUX AAHUX BiJl HECAHKLIOHOBAHOTO IOCTYIY, BHIIAIKOBOrO BTpaTH abo
NOLIKO/DKEHHS, 3HUILEHHS, 3MiHH, NOUIMpPeHHsI a00 He3aKOHHOT 0OpOOKHM MOCTiHHO
OHOBJIIOIOYH Oe3neKy aBTOMAaTU30BaHUX 3ac00iB 30epiraHHs NepCcoOHAILHUX IaHUX Ta
Oe3neyne 1 3axumeHe micue B ogici, apxisi PoH/ 1y /IS HE aBTOMATH30BaHUX 3aC00iB
3ac00iB 30epiraHHs NePCOHATbHUX JaHHX.

7.5 3nificHeHHs OOpOOKM TepCOHANBPHUX JaHWX MOXe 3iHCHIOBATHCS
¢onom abo 3a iforo 1opydeHHAM TpeTiMHu ocobamu Ha MiZcTaBl YKIaAeHUuX yroa abo
Ha IMiICTaBl 3aKOHHUX MiJCTaB, BU3HAYEHUX 3aKOHOIaBCTBOM.

7.6 @onp 3abe3nedye 30epiraHHs NMepCOHATbHUX JaHUX (aBTOMATH30BAHUX
TaK 1 HE aBTOMaTH30BaHHUX) MPOTATOM NEpioay, HEOOXIAHOro A AOCATHEHHS LiIeH
0OpoOKH 3riTHO YyMOB NOTOBOpPY peai3auii MpOeKTy, SKIIO iHIIe He MependadeHo
3aKOHOIABCTBOM a00 yroJoto 3 cy0'eKTOM NMepcoOHANBHUX JTaHHX.

77 IIpununenHs 00poOIeHHs MepCOHAIbHUX IaHUX MOJKe 3/1iHCHIOBATUCS 38
iHI1aTUBOIO Cy0'eKTa MepCOHANbHUX JaHUX, 3a MUCHMOBHM 3aIIMTOM KOHTPOJIIOKOYNX
oprasiB ado y pa3i BAKOHaHHS 3aKOHHMX BUMOT, BU3HAYEHUX 3aKOHO/IaBCTBOM.

7.8 [lepenaya nepcoHanbHUX JaHUX TpeTiM oco0amM MOXKe 3IIHCHIOBATHCS
JIMIIE y BUMAJAKaX, nepedauyeHuX 3aKOHO/IaBCTBOM, IOTOBOPOM pealtizallii MPOeKTy Ta
BIZAMOBIAHO 10 BUMOr 3abe3neuyeHHs KOHQIAEHUIHHOCTI Ta Oe3MneKkH MepcoHalIbHUX
JTaHHX.

1.9 @onn 30008B'13aHUN 311HCHIOBAaTH PEECTpALilO0 MpoleciB 0OpoOIeHHS -
NEPCOHAIBHUX JaHUX, 30KpeMa BeJCHHS PeeCTpy O0OpOOKH MepCOHANbHHX JaHHX Ta
IHIIUX HEOOXITHUX JOKYMEHTIB, BiZIMOBIZHO 10 BUMOT 3aKOHOAABCTBA.

7.10 'V pa3i nopymieHHs Oe3nexky MepcoHaNbHUX JaHMX, 110 MOXKe TPU3BECTH
JI0 HECAHKL[IOHOBAHOTO IOCTYIly, BTPAaTH, 3MiHH a00 MOLIKODKEHHS TaKHX IaHMX,
®oHp 3000B'13aHKI MOBIIOMUTH BiANOBIAHWN KOHTPOJIOIOYHM OpraH Ta Ccy0'eKTiB
NepcOHaNbHUX JaHUX BIATOBIIHO 10 BUMOT 3aKOHOJABCTBA.

7.11 ®onn 3abe3neuyye HaleXHI YMOBH Ul 3IiHCHEHHS MpaB Cy0'e€KTiB
MePCOHANbHUX JAaHMUX, 30KpeMa IpaB Ha JOCTYN [0 MEPCOHAIbHUX [JaHHX,
BHUIIPaBJIEHHS HENPaBAMBUX a00 HEJOCTOBIPHUX AAHUX, BUIYYEHHS JaHUX TOLIO.
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Honparok 1

3I'O/IA na 00po6Ky nepcoHa/IbHUX JaHUX (MozKe OyTH iHTerpoBaHa B iHIIi
noxkymenTu ®onny, ae 6eHediniap craBuTh CBill mianuc Ta npoiHgopmoBaHuii
npo 30ip AaHHX)

[Tinnucyroun ueit mokymenr, 5 Ha/1al0 CBOIO 3roJ1y

Ha:

1. 36ip, peectpauito, 30epiranHs, BUKOPUCTAHHS Ta iHII (OpMH 00pOOKH MOIX
NEepCOHANbHUX JaHUX, Y TOMY YHMCIIl 3 BUKOPHUCTAaHHAM iHDOpMaLifiHUX CHCTEM,

2. MOHITOPHHT, a TaKOX Ha TpoBeseHHs (oTrodikcalii Oyab-IKUX HEOOXiTHUX
OCOOMCTHX JOKYMEHTIB, LII0 HaJaHi MHOIO y mHamepoBoMy BHTIsigi abo y ¢dopmari
dboTokomii.

3roga HagaeTecs 'y TMOBHOMY 00cs3i, 0e3 [J0JaTKOBOrO MHCHMOBOTO
MOBITOM/IEHHS Ul OGOPMIICHHS, HaJaHHs Ta MPOBEJCHHS MOHITOPHUHIY SKOCTI
OTPMMAaHOI JONOMOTH Ta IHIUUX I[iJIeH, OB’ I3aHUX i3 OTPUMAHOIO IOTIOMOTOIO.

A Takoxx Hanairo 3rogy Ha nepenaHHs Ta OOpoOKy ycix 0e3 BHMHSATKY
MIEPCOHAIIBHUX JaHUX TPETIMU 0c0o0aMH TS TPOBEICHHS NIePeBIPKU Ta OLlIHKH SKOCTI
OTPUMAHOT JOTIOMOTH.

CBoimM mianucoM s MIATBEPIKYIO, IO MEHE MOBiJIOMIIEHO TPO MO MpasBa sk
cy0'exTa nmepcoHalbHUX NaHMX, sSKi BU3Ha4yeHi B ¢T. 8 3akony Ykpaiuu «IIpo 3axuct
NEPCOHANIbHUX JaHUX», a TAKOXK MPO MeTy 300py IMX JaHUX Ta OciO, SKUM Iii J1aHi
nepeiaThesl.

Jlara: [Tigmuc:
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